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Cybercrime, by David S. Wall, Cambridge, Polity Press, 2007, 276 pp., £17.99 (paperback), 
ISBN: 0-74-562736-6. 


In the author’s words, this book is ‘a critical exploration of the transformations that have taken 
place in criminal activity and its regulation as a result of networked technologies’ (p. 4). The 
first couple of chapters set out the principal issues to be addressed, which are to investigate the 
production of knowledge about cybercrime, to cast doubt on official statistics, to conceptualise 
cybercrime as a complex form of social interaction, and to identify how the particular character- 
istics of the internet have transformed criminal behaviour by creating new opportunities for crime. 
The main part of the book divides into three sections: (1) computer integrity crimes (such as 
hacking and cracking, vandalism, spying, denial of service and viruses), (2) computer-assisted 
(or related) crimes (such as internet-based frauds and phishing) and (3) computer content 
crimes (such as obscene, violent and offensive material on the net). Chapter 7 turns attention to 
the future and focuses on how criminal activity is likely to continue to change in the information 
age. Wall argues that there is a transition towards what he calls ‘true cybercrime’, where the offen- 
der and victim have no personal knowledge of each other, victimisation occurring through the 
random effects of unsolicited bulk mails, worms, viruses and botnets. The author claims that 
‘the automation of victimization changes the nature of the relationship between law and social 
action and also the dynamics of order maintenance and law enforcement’ (p. 156). Perhaps the 
best chapter in the book is Chapter 8, on policing online behaviour, where Wall makes what 
appears to be his main conclusion, which is that ‘the more criminal behaviour becomes mediated 
by technology and distanced from social interaction, the more effectively it can be governed by 
the same technologies (and de facto less by law)’ (p. 158). The author discusses the serious limit- 
ations to the traditional role of the police in this area, pointing out that for individual victims the 
impact of cybercrime may be small and more of a nuisance than seriously damaging (and so 
associated with under-reporting), but when there are many victims there can be large aggregated 
losses. There are parallels with anti-social behaviour in the non-virtual world, where traditional 
criminal law has been found wanting and the political agenda has generated a range of controver- 
sial alternative regulatory forms. Despite the marginal role for traditional policing of the net, Wall 
argues that the internet is certainly not a lawless and disordered environment — there is ‘an order- 
maintenance assemblage — almost a complete framework — that intervenes in many different 
ways and for many different reasons to police behaviour on the internet’ (p. 184). 
David Wall has written a thoughtful and thought-provoking book which makes important 
links between the law, policing, social policy and the criminology of social control. 
Martin Wasik 
Professor of Criminal Justice, Keele University 
Martin. Wasik@btinternet.com 
© 2008, Martin Wasik 
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Investigating the Russian Mafia — An Introduction for Students, Law Enforcement, and 
International Business, by Joseph D. Serio, Durham, NC: Carolina Academic Press, 2008. 
Hardback, ISBN-10: 1-59460-225-5; paperback, ISBN-13: 978-1-59460-225-2 


The important topic of Russian organized crime has faded somewhat from the sometimes 
superheated accounts of violent criminality portrayed in Western and Russian media accounts 
of the mid 1990s. While popular interest may have been less visible, Russian organized crime 
variants had themselves been changing in form, diversity, sophistication and reach. Affected or 
otherwise, concerned Western law enforcement bodies from international to local levels, as 
well as business establishments undertaking operations abroad, have been left with out-of-date, 
ill-defined and far-from-useful concepts of violent ‘Russian mafias’, characterized mainly by 
the more dramatic and exotic manifestations of Russian/former Soviet criminality. There have 
been few recent authoritative works that presented a clear and balanced picture of the complexities 
of Russian organized crime and the historical and cultural environment whence it came. As readers 
of Joseph Serio’s /nvestigating the Russian Mafia will quickly determine, this book constitutes a 
first-rate and thoughtful corrective for professionals and non-professionals alike. 

The author of this original and instructive treatment of the global phenomenon of Russian 
organized crime can convincingly claim a base of experience and insight that have been avail- 
able to few Western scholars. A pertinent illustration of this — at a turning point for Russian 
organized crime — was in evidence a decade and a half ago for some fortunate law enforcement 
and security professionals gathered for an August 1991 ‘crime and terrorism’ conference at the 
University of Illinois, Chicago. Serio had just returned from a unique year-long stint as a US 
visiting scholar working inside the Soviet Ministry of Internal Affairs (MVD) Organized 
Crime Directorate in Moscow. He was not only able to provide to the conferees a number of 
first-hand insights on the kind of organized Russian criminality that was beginning to concern 
Western police organizations, but also introduced two, then-unusual, guests he was escorting. 
These were General Illarionov of the USSR MVD Academy (specializing in the newly 
emerged Soviet requirement of criminal and terrorist ‘hostage negotiation and rescue’), and 
Colonel Gennady Chebotaryov, Deputy Chief of the MVD’s Sixth Department for Organized 
Crime Control, who for some years already had been deeply involved in investigating the 
growth of the so-called ‘Soviet mafias’ of various sizes, specialization and ethnicity. The con- 
ference proceedings were punctuated at the onset by an historic event — the 18—21 August coup 
effort launched by senior Soviet political, military and security service ‘coup plotters’ against 
Mikhail Gorbachev. Aside from the event itself, followed on television sets rolled in for the 
attendees, it was an opportunity to hear the observations of these two Soviet officers as they 
watched developments unfold in far-away Moscow with surprising impassivity. 

In fact, as they noted, they had already observed startling changes in the USSR from 
their professional perspectives as loosened authoritarian control, more corruption, and assertive 
gray-area and criminal entrepreneurs had begun to alter the nature of traditional crime, the work 
of policing, and in some ways of the state itself. While neither supposed then (at least aloud) that 
the USSR itself could be dissolved in less than 4 months, the effects of further strains on a wea- 
kened legal and law enforcement structure left the Soviet police officials with just a vain hope 
that somehow the rule of law, such as it was in the USSR, would be maintained as events took 
their course. Regrettably for Russia and the former states of the USSR, the celebrated end of 
Soviet power was accompanied also by the continued growth of criminal opportunities and a 
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metamorphosis of criminal enterprise that soon crossed national borders. As a Soviet KGB 
officer once famously noted, the only people ready for Gorbachov’s perestroika in the late 
1980s were the criminals, and this proved to be even more accurate for organized criminality 
following Soviet dissolution at the end of 1991. 

Serio’s professional duties as a criminal investigator for a major Western security firm sup- 
porting Western and Russian clients, business risk advisor, and continued academic research, 
allowed him to live and work in Moscow for some 7 years during and after the Soviet period. 
Investigating the Russian Mafia is the beneficiary of this direct experience, scholarly research 
and contacts such as those noted above, and provides an invaluable new analysis of the devel- 
opment and character of organized crime from the Soviet period to the current time. More than 
just an examination or description of organized crime, the book provides a deeper historical and 
cultural context for understanding contemporary criminal developments in the age of Putin and 
the still-pertinent legacy of traditional Russian and Soviet criminal groups and leadership. 

Readers will find special value in the chapters that deal with definitional issues from Russian 
perspectives and the need for exercising real analytical rigor in understanding the meaning and 
context of law enforcement and criminal terms and kinds of data encountered. In addition, the 
book underscores the importance of exercising caution in applying Western points of reference 
for interpreting the implications of specific events and practices in Russia. The author makes 
some convincing arguments for how conclusions reached through a Western prism are too 
often flawed or quite wrong in their entirety, a serious consideration for law enforcement or 
business. Overall, /nvestigating the Russian Mafia will be instructive for Western law enforce- 
ment practitioners and theorists concerned with countering or understanding regional and global 
organized crime. It is also ‘must reading’ for businesses and other institutions pursuing their 
activities in the ‘East’ and attempting to properly evaluate risk. I have no doubt that it will be 
closely studied and considered by Russian police enforcement, investigatory and judicial 
professionals as well. 

Graham H. Turbiville, Jr* 

US Special Operations Command, Joint Special Operations University, USA 
graham.turbiville@us.army.mil 

© 2008, Graham H. Turbiville, Jr 


*The views expressed are those of the author and not necessarily those of US Special Operations Command. 


